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The U.S.-China Computing Technology Competition
and Its Impact on North Korea

=IESS)

Dongsu Kang

ABSTRACT

In a situation where the technical conflict between the US and China is deepening,

the Republic of Korea needs to accurately recognize and judge the situation to establish

a correct direction of policy for North Korea. The technology conflict between the U.S.

and China is diversifying from trade sanctions such as the Haweii which began in

2018, to sanctions against companies related to super computer technology in 2021. In

addition, the United States is wary of China's advancement of artificial intelligence

technology as a national security threat. In this study, we analyze North Korea from

the perspective of computing, the foundation technology of the Fourth Industrial

Revolution, and provide it as a reference for our policy toward North Korea.

Key Words: computing, technology competition, China, US, ICT, security,
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The Secretary of Defense (as the National
Defense Stockpile Manager), in consultation
with the heads of appropriate agencies,
shall submit a report identifying risks in
the supply chain for critical minerals and
identified
including rare earth elements, and policy

other strategic ~ materials,

recommendations to address these risks.
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= Advanced Micro-Fabrication Equipment
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= | uokung Technology Com. (LKCO)
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= Xiaomi Corporation (Z}X &)

= Beijing Zhongguancun Development

01.14. Investment Center

(2021) = GOWIN Semiconductor Corp

= Grand China Air Co. Ltd. (GCAC)

= Global Tone Communication Technology
Co. Ltd. (GTCOM)

= China National Aviation Holding Co. Ltd.
(CNAH)

= Commercial Aircraft Corporation of China,
Ltd. (COMAC)




Hu S8t 01X

rr

3

0o

0-5 8378 Jl= &

o AR AT TRE 2
EST A ol deds §
ARE A%} FFT A,
Z2aglel gels) v=e] 27} <
Ao wely] WEos Mwsa

¢

1..

2%«] A AFEH Sunway= 2016139 wH
old gAadE <9 4>3 o] AXls
A AANAM 158 AA AR, A=

5 ol Wel 4912 AXE 3

fz rlo nd

fud
=
=
Q)

=

3500 CERTIFICATE

The List.

Sunway TaihuLight, a NRCPC System at the
National Supercomputing Center in Wuxi, BinHu, China

is ranked
lo. 1
- No.

among the World's TOPS0D Su pmamp uters

with 93 PFlop/s Linpack Perfor
n the TOP500 List published at ISC High Perf furman( June 20, 2016

Congratulations from the TOP500 Editors

_/’%" &4\ & A fo t/w
= s =

Sman
NERSC/Merkeley Lab =t ey

<8 4> &=2| Sunway Taihulight

3, ARSE so] 7t Wt gl
n= Sierra ¥ FE S 159 R o] H
Agstel 7% %

=3k A A} A

olr

e

S
6
&

HN

113 (22.6%)

L=
- 214 (42.8%)

34 (6.8%)

442 .0 Pflops

Frem Top500 (20204 11 71E)

<8 5> 0I-85-€ ~+HEFE Hl

ShAgE w=2 IBM, €S Fujitsuxdd 5
o A2l NRCPC (National Research Center
of  Parallel
Technology)7} AHA| 2 o2 A &gittE Ae A
go] aFAHolth n= Fxo wHAFE T
2S vas] 2 <7 5>9 2t

us 2] A CEOQ! Eric SchmidtE 919
FOoR st deAlT =7FREeIU3] (NSCAL
National Security Commission on Artificial
Intelligence)= 2021 39 HEHIAME Ui
T7o Al gldgle] m=& ehAar glar, Al
Zlekgk wsre] wvh QtE 1S W]
3l T3t YAlotel tigh = FopellAe] &
HlE Azt Qlvh BHaAE Al Aldle] =
welst Ve AAY syE o] AU e

AL =7 SR AR thFolxop drhal

Computer  Engineering &

A

Oﬂ"}OP"] America’s Futureo| A <
o] wibol= Ale} A o4k 7}
d A= gxzoer b olRE 93
g o AIE 8ska Ak wpolE AR
202211 o 2F¢H(President’s Budget)oll  ¥kedo]
of ¥t

<X 3> America’s Future2l Al Ol At

T FY 2021 ‘201 Cy|
National Science $830 million
=7
Foundation (9,860 ) 361M St
Dep. of Energy’s $125 million ~
=7
Office of Science (1,48591¢ ) oM F
U.S. Department of $100 million B
Agriculture (1,188%4 & )
National Institutes of $50 milion B
Health
DARPA $459 million $50M 7+

81



53, W= F3e) Al 44L A7ehn 3
A Aeoln M= Brlot AFAL Al
of o] Hoplq W welE FualA el

in)
=
9

o i %o
oo 2 &
>
rlr

o
e,
fo
i
tio
N
o

ol
o

A= H
Qsta ol EAstE = AoRE B

Leel AdAdFdets AR yis e
o7 AHEst FAE F= Q%9 Codechef
203 ARdslelA & A9, 29D @B
2 Ho] i, 20199 A ZEE 3¢
MNE 24E Fdste 5 Ut dss 2o
Fi Qrh[5] 20209 3= ZEUE 20219
of HAubol|A A Aol FE3 FH|E

atal gl Aoz Asjzt

Oracle Dyn[6]e] w=2% 53lko] <lEul E
.2 g rjo}e] TransTeleComel Al 60% Z=2
Unicom of ChinaZ} 40%% A@sta glont
oA 744 E3ke] QIE Yl IPE 20009 7)7F =
A eskal Qe
o] EU sIifolE digilmolA
o] atgrlo] 9ot YAto|EE A s}

Internet archive®} web caches 5o 4]

o¥o m

Bge] Rl 3 dol o &
#7h Qe EAL AR B el
B AET S e uroR. of vEs I

o
=

°
7
w
H1
=
=y
>
=
1o
o
1=
=
krl
X

’ ’ llj—
®), A%E 09 1, 7195, wAEew
Fete] gelstn gtk W) ARE FAY

Heke] 7432 AFdAE o] FJES] Orascom
Telecom Media and Technology Holding
(OTMT)¥} F23|ARl g7t 5 Ardat
2 FAE AAEL @A aEgart F
Taba ok Zelal 201739 3 FARl A 7}
T 69%7F FrodstE A Qi 19%9)

HAFHE Basta dvar dE A vk

x| o Hat M

ot 2 digits (02)

Ll 3 digits (085)
Fof M3t 4 digits (019X)

= h
dlo] Agloll o vehta o, A @
o ATEY ] AELS HOE FHoHS
T35 Yl Ag&H oz wHeta ) 5
2 o]y FHopH S o]&3sle] thYd AbolH
+AgE S &



0-5 3=E Jl= 38 S8l 01Xl Set

2008 2009 2012.04.12. 2014 2015.05.15.
Red Hat 4.1 2.6.25-14 Kernel 2.6.38. Kernel 2.6.38. Ubuntu 12.04.2 »
Ver. 1.0 Ver, 2.0 Ver. 3.0 Public Leak Ver. 4.0

Red Star

v

Crosswin Mannung Bogem Seogwang Office 4.0
Anti-Virus Anti-Virus (Clacksae) Seogwang Office 3.0 Applications 37 7H
URI Office Seogwang Office 2.0 Unbangul
Byungjin 1.0 (calculation) — Task Manager MS Window 82%
Pado 2.0 (file transport) SCNPRC Window 7 41%
Bydukgi (e-mail) Window 8 29%
BEAM 3.0 Window10 19%
RSSMON

gho] Afold] WF R JfdA 71l FY JARS FE EAHoR oFHAMA A

78] 54 IPE WA AMEHE Zom A AAFeR A7 | SEAE VW gEs

Eata gtk &Y gAAE A&t A EdAA I AA SEAAE 7 Uehe #

gstel He ARES FX I, BEHdA A A @on fiFEe] St RSy EE
2o A 83 19N D E o|AAF7IE st AE AREERAL itk

WannaCry 2.0 #%d9lo](Ransomware) &2 % HoEe 2001 5Ee] 2AFFEHAYH

Bale] sgor HWu B 87 uhs
N 7128 283, 2020+ 39 4
r2admE 453t et 2840l FHAw 7] 2009 WxE Aow HWolw 20080 1.0 H
g WHE s)acte] Lare] Alolw] BEL F QoA 156 4081 HA <% 6> )
Ash Qe wglch, Bewe] wd gush o) 93
oHY WAoo St AR®EY olus  § xzoad LS 20089 4 Red Hatol 7]
g MS 9% e ~E & 3 WA

o] 1o a o]ojA 2009 2.0 20121 3.09]
S A

1o

(KCC: Korea Computer Center)oll A 7HgF 2H<]
sko] 20061 1 Aol dExlow

Lo
to b 4 o
rot o
2
2(_5
4
(¢

I AR ] YAHOR BHE 87 whsolRon, At 40 vl vt 9
19 AdAz AHE A9 o e 20 WAL MSS YEg AR
F9 wxe el 30 olF e 47
4.3 S2% 20| eidol sz HHgem pALe] A By
Bato] AA Awed Aoz ez mew O AT EE AT sdss clF 71714
(Red Star) €344 20104 38 Yy FTEF EHAH
fotlem F4uE Aol od) agm N7 08 TS 8267F <IE

83



S

o

AL
7] o] 4]

Far

il gick[6]

Al Al71E

A+

o

=

=

p
.

=

=
nse] 5ETTATE Yol

1

MS  Window
ko)

pud

ol

o
MEtEl MS  Window

}

Windows 10% 19%7} A&

k. Window 109]

ol A

CC N N ) o W W RO B oF o = = A W o
I - S ol O SR TS
g P XBER FETH e wxwl ™o
__o_lz.#o =y ot —_— éo A
(LI TR R st of W oHE N W ou, 2o W OO
chﬂ%zﬁ%? AN vl I
e R g TR g B B R Wy
X VN w T oo T o O g X H
= ) b oo ol KO © % 2o ol
W T ol o] NE o < B Adroe N oA
7%‘9,-1_%&{14 Auﬁvqaadﬂﬂ‘m o#;oo
wow oop o V il =y iy = i o Mﬂ o) o
ﬂﬂ#: HoE L ﬂho .Ma@oqvoéoﬂﬂ M.m&
ﬂfi X SO . o) K oL o
NI 0| 3 ﬂurLy _— T B o =0 o)) e o = o) o ‘_WE =
RTRMNXL Togigiisliceddn
— — o X [~ Tor
T R o RE ﬂﬂ?&ﬂ%%i%%% H
(xR O I~ ﬂ@z%ﬂﬂ%g 3 4w gy
ﬂ%%??ﬂ.ﬂm{ﬁﬂ%.ﬂﬂ@ﬂﬂWx%%
© 1R T ) ) = o
ﬁEH@7%W%ﬂgﬁy%q%%ﬂ%%z%
M T de T TN E T ~NT W Gl go < 7
H e o B Mo M e Ne @ WU o o= N oW N ™
 PERLET HESMT hopdEE wTwEy
| B i A”AWWMV m%up ﬂ H) N o, oR 7. Mu- Iy %_UHMMQL et
Mu._ dﬂﬂg.ol_,#._llym_o Eﬂ,w:,_ﬂ.uqo aﬂ,ﬂl_ﬂuﬂﬂﬁ L.ﬂ%ﬁ;ﬂw%.
R E L L Mo Mook zvdﬂmMao%oq_sLﬂor%ﬁW
oo RN oy ﬁ@i%vr%m%ﬂﬂ Bk
X B S B R Epo 4B DY
Mw,m ,%M_IMLOO#LALQ‘_E.#H‘._.A\HE,WE . Nl@l..mﬂ,.kl,ﬂlﬁLEH.ﬂEEl%ZT
ST - N R i N 00 o) T T U R o b =
N ] ~ o r.wq 0 nvmo,.rre_latkﬂ_oiﬂr ] T No B
T TN T TN g oo o g I S e W oE L om
T s o = R oL M oo S @ our oy it o h N o)
= ,mx_}L,m.Lﬂ_,To# ﬂﬂﬂo ,Mv,wm .__._ %%ﬁﬂoqmﬁ m_u_u_zr.dr.
T m el Ry oK K ~rLoEeOELoTow
i — o ;bma 20 T o| N — ol © HE 1| o oF o T o
IO G T SR - O TR W
Mecq_ﬂe.moaﬁﬁw _IEuHF Mﬂuwu - JﬁﬁoiﬁLﬁLm‘wkﬁmﬁﬂlﬁwﬂ
X0 o B X Bl OB W
o FE W T 8§ T W._ PEEad  RemaEE
o0& denE . M i T~ Oprm=x 0w
T o) H T e=odE =3 H il M NN m e "
C s N oIE o] X R TR g ) T o BT W K g0 wm W o
R Nem WO A R F T T o Tel XNOE W W T o XD W

84



ini

o2
MO
Ql

[1] NSCAI, National Security Commission on Artificail
Intelligence, Final Report, 2021.

[2] s, “F7AA Asst A4 el W] &=
Hl 487 =R, 2020,

[3] &, AlA HAFE olfr= wiehd W3l w7k
A AT, QPR ELNEA, No.165, 2020.

[4] Executive Orders, ferderalregister.gov
(AL 2021.04.20.)

[5] America's Supply Chains, Executive Order
14017, 2021.02.24.

[6] &5, “Heh AxESoiel 58] A7 ahdug)
o = skl Vol27, No2, ppl06-126,
2019.

[7] s, 295, 539 Alely 583 s, =%
8713 FI1AA, Vols, Nod, pp.19%5-234, =7}
PEEAAT 4, 2019,

[8] Guesub Hwang, Dongsu Kang, “An Analysis of
Intrusion Detection Rule of Redstar 3.0 in North
Korea” KISE Transaction on Computing
Practice, KISE, Vol.27, Nol, pp48-54, 2021. (in
Korean)

[9] Chanju Park, Dongsu Kang, “A DOM-Based
Fuzzing Method for Analyzing Seogwang
Document  Processing System in North Korea,”
KIPS Trans. Comp. and Comm. Sys. Vol.8, Nob,
pp.119-126, 2019. (in Korean)

[10] 314, As5, “He¥ 3.0 Watermarking2
ol-ggt Froy BA AN AT =EA
RINSA, Vol.13, No.1, 2020.

[11] EA8], 5 “Feature Selectiong ©]-&3F
55k AAREAEAA ODT 3t 347, AL
AT =], RINSA, 2019.

[12] &3, dEF, “SHE 24 o83 IT7]
& T, TAMEAT =iA,  RINSA,
Vol.13, No.1, 2020.

[13] Dongsu Kang, “Bridging South and North
Korea,” RINSA Forum, Korea National Defense
University, RINSA, Vol.64, pp.5-8, 2019.

7454 (E-mail: greatkoko@kndu.ac.kr)

2011 e chekal HSFE &8 WAL

AR F7RbR LA AT A A A

AA TR HFH T Aol A AT wg

TAEoF : Weapon System Software, North
Korea Software, Software Testing,
Software Security Testing and

Defense Acquisition

85



