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An Analysis Method of Red Star Operating System using Explicit
Security Vulnerabilities

B|E) - AS42)

Kihun Park - Dongsu Kang

ABSTRACT

North Korea is a well-known closed country. We would like to analyze the security
vulnerability of Red Star, an operating system developed by North Korea. This paper
proposes an analysis method for security vulnerabilities on Linux based on Red Star
and a method to match wvulnerability-DB with CVE, CVE, and CAPEC and derive
expected security vulnerabilities. We experimented with identifying the vulnerabilities of
Red Star operating system to identify real vulnerabilities in five categories: privilege

escalation, denial of service, overflow, code execution, and race conditions.

Key words : Red star, security vulnerability, root privileges, CVE, CWE, CAPEC
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A Case Study to Improve the Accuracy of Concurrent Spare Parts
Considering Operational Mode and Characteristics

Ol - Ol&t&I2)

Bum Yeol Lee - Sang]Jin Lee

ABSTRACT

The purpose of this research is to improve a prediction accuracy of CSP, done by
OASIS(Optimal Allocation of Spares Initial Support) model. The basic logic of OASIS
follows Vari-METRIC model, but it doesn’t fully consider the operational mode(specifically
uptime mode) and operational characteristics. This research has two hypothesis. The first
one is to classify total uptime as operational and non-operational. Since some equipments
are continuously or intermittently operated, it has to consider this characteristics. The
second is to consider operational/mission environment such as a stress. A more stressful
mission may result in more frequent failures. A stressful situation may reduce
MTBF(Mean Time Between Failures) of an equipment. The result of first hypothesis is
empirically done by the K21 equipment. It shows that a specification of uptime may
increase a prediction accuracy. However, as stress values are arbitrary given in second

hypothesis, it is a major limitation of this research.

Key Words : CSP, OASIS, operational mode, stress, MTBF
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ABSTRACT

Grammar of Graphics(GoG) is a useful way for data visualization as is grammar of

a language for communication. GoG is composed of several components (or procedures)

such as data transformation and geometric shape of graphics. Since Wilkinson(1999)

proposed the concept of GoG with seven orthogonal components, it has been adpated

by several authors including Wickham(2010) who turned GoG into ggplot2 library of

the statistical package R. As Wilkinson and Wickham pursued the completeness of

explanation for GoG, their works are overwhelming for practitioners. We provide an

alternative lean version of GoG focusing on core components to facilitate understanding

of GoG among practioners. We also show how the concept of GoG is implemented in

creating graphics with examples in ggplot? of R.

Keyword: Grammar of Graphics(GoG), ggplot2, data visualization
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Aesthetics®] FZQl ‘aes’ FAS L&A
A7

> pl <- ggplot(df,aes(x=x,y=y)) # dfell #%
H Datas xFd x, yFol y2 FA43A pl
of AreFoR wigA % 3)

‘geom_point’ WHolE AE3IA pl Hel
7]} 84 y_ook% Aeefa = o §Ad o

>ggplot(data.frame(x,y),aes(x=x,y=0,size=y)) +
geom_point() # <% 2>

3. XigtHetal mo|oT it

GoG  Basics+ ] o] W 2H(Data
Transformation, ©]3F DT)Z} ©o] € (Data),
=747 (Aesthetics)? 71882 2o A&/
2] 7](Geometry) 2= TFAE  Add.  Re
goplot2 71 A= GoG Basics9} 1112 g
AZ g gdeh 23] A (-l AIAE R

34

gEol= Zt7he doly WEHDA), deolH
(Data), =774 (Aesthetics), 7|8}st% Rk
A8l /712] 7] (Geometry) A xFe} o] S-H T}
Ro] W#HoEo] GoGE vz AWE 4
AL, AfolA HolE AlZAstE M=
712 & gt Zo] Hastnz Ar
dejep 1 AN AA=YHA GoGE T

dole Azs Fd 5 H5ole: T ol

[e)
g E7E & ¥ #&E F JEE oA R
= RY "W#HolE 402 GoG BasicsY
A ES AR

JJrzqg X}*ﬂ 3] é}iﬁ%‘:}.

"?*’L toly AlztstE fsiA ggplot2el A
o3 dolyg e dHolHxZy
(Dataframe)©|t}. dlolEZ e 7hd Ll
ARl AR FHE F(Row)> #HSL,

¥ o]
HE

]| ]
o

a9

4 (Column)2 &4 (Attribute) 2 -4
AT A5 Feolth oA F

71, w5, A8, 4EE AN Hol R

e .
S0 g

pud

q

olgl el dolHE

Roll M= ol =g
48 (Variable Type)o] glow,
7Fx HolElRE ggplots &3l
Al Ztst7t 7hs stk webA thE FEe b
olE|E dlolE XY ¢Jow wH ok at= A9
b A EE age BN Bol HAsty
o] W&ol ‘dataframe’©] T},

&2 Name(©]&), Height(7]), Weight
EFA), Vision(A &), Gender(X®)gl=
FHoR HoHZHY AEE wEE 34
ojty, <%l 3> Ad Anolrt,



2tagkEl el

I 2H(Grammar of Graphics) 218t GIOIE A5t

Name Height Weight Vision Gender

<chr> <dbl> <dbl> <dbl> <chr>

=45 180 70 15 o
AlApolct 170 50 12 &
=K 190 75 09 =
fugsiet=, 160 45 18 o

<08 3> ol Zef &(df1)

> dfl <- data.frame(Name=c("2-Z25" "AA}
A A=A A ] 4”) Height = c(180,
170, 190, 160), Weight=c(70, 50, 75,45),
Vision=c(1.5,1.2,0.9,1.8), Gender=c("g","]" "
"relr)) # <19 3>

<a¥ 3> 2 delHgEZysl dvolHE
Y2 dlole YH(Wide Data Format)hil
geh olgl Ee FUF dolHE <ad 4>
g o] AT & 9tk o] ol FAS
71 dlol8 #ej(Long Data Format)g}il 3¢
<Y 3>8 <a¥ 4>9F Fo] wie=
& Oss Adstd Ak

N

SIS

> dfl_long <- gather(dfl, Features, Value,
c(Height, Weight,Vision, Gender)) # <ZL¥H4>

<29 4>9 HolHEZYde <18 3>9
gaoz vty] M E s A

> spread(dfl_long,Features,Value)
dlolel= A&5E 27 Aok
AsEA gt 2g =z g7
lolel & wHE7] SsiM = Weko] 2
oo wEs wEks oy W e
4= O]Ed 3ol &

AlE Abg-efof dhu

oo S
ot

o e,
- o o

©

O

=
ofr
on

e o
o,

r

© X
o r2
flo
W
tlo my rir

7}

Name Features Value

<chr> <chr> <chr>
== Height 180
LA Height 170
H2K| Height 190
H90dg  Height 160
EZS  Weight 70
Alafalct Weight 50
=K Weight 75
Mdoiodet Weight 45
== Vision 15
AlApolct Vision 12
H2XK| Vision 049
=l Vision 1.8
EZE  Gender L
AlAPQICH Gender 8]
Fo =By Gender =
Molojet Gender 6]

<dg 4> 21 oIy &4

Eﬂ o] FJTE: F= }l( filter),

W&l (mutate), 1533k (group_by), M-S
e e M (select), & °F(summarize)dh+=
O o]FojAt) sl gL R o
Aol WHololtt dE B <a¥ 3>
glolE(df)ol A 717} 170 o] Aol #=x
ol WHe et 2o

=]
i=h
lf| 12 (K o2

=4



STt

10

> dfl %>% filter(Height >= 170)

7kall B2k BMIE &)
ojEE thg¥ o] HolHE wste df2

of A4 % e,

> df2 <- dfl %>% filter(Height >= 170)
96>% mutate(BMI = Weight/(Height)"2)

Name Height Weight Vision Gender BMI
<chr> <dbl> <dbl> <dbl> <chr> <dbl>
s 180 70 15 = 0002160494
AlApQICH 170 50 12 M 0001730104
F 2K 190 75 0.9 = 0.002077562

< 5> df2 OI0IH

BMI&= 10-40 Atele] & zbe=d], <1d
5>¢] BMI= #7H7F Z5Ed 1 ol f &
BMI Alxbell= 715 AE R H7E ofyet v
S92 Aok sy wWiEelth olE ¥y
sto] Al BMIE Axtstz] flsiA 71 170

7%% PAR Eﬂ

o] el AMES Wy 712 10002 Yo
e T2 X3, BMIE A4FeiA <19

6>3 22 AdE A=

o

W2 s 2

> df2 <- dfl %>% filter(Height >= 170)
%>% mutate(Height = Height/100) %>%
mutate(BMI = Weight/(Height)"2)

Name Height Weight Vision Gender BMI
<chr> <dbl> =dbl> =dbl> <chr> <dbl=>
= 1.8 70 1.5 o 2160494
AlApeich 17 50 12 o 17.30104
Fal=bx| 19 75 09 = 2077562

<08 6> df2 (BMIE M2 A4

36

<ad 6>A 717F viHEe 2 vk As
e = ok 7)ol wel dHolgE Ha
995 wta, BMIE AlXbeiA A2 4

of Frleh: Qee] Hgo| o HEiel

o] 3
718 Takhe e usd 2o o A3
= <a" A g g

> dfl %>%  group_by(Gender) %>%

summarize(Mean_Height = mean(Height))

Gender Mean_Height

<chr> <dbl>
=1 185
o 165
<21 7> 08g BRg P8 21

W <23 4> do]E o)A FeaturesS}

o]E
Value ®9F #Hohll= W o33 2o}

> dfl_long %>% select(Features, Value)

o
s 2g7]d
= Axpolt},
W3 ofolt o7t EAgTE o 7oA AA|
H Cfilter, ‘sroup_by’,
‘summarize’= Wo| 2tol= 7] W F ool
of¢lol I Rol M= thekgh dlojE WE Wy
v gzt EAs) o9k #wE A

‘mutate’, ‘select’,

-



2tAstEl TeHE! 2" (Grammar of Graphics) J1EF GIOIE AlZtst

WHEe =332 (2014)9F Wickham(2017) Wilkinson(2012)2 & 3H, ¥¥, 3
& Fastr] wpgo o, o4, H2E] kA WF, 167 SFE
Tl A AR Aolu A4 FE e
gdAds 1 o xyZFel sk 59
4. St DY MeEd/2)7 A9 dolHE griEA wAT + Ao
old o] HZ GoGE FdH 1YY A=
dolg 7k FHl oW oA 2jzs 1 AHA o7 32 227t gl
g7ivt b "o g EEs g AL goplot29] A/l =4 &= HEE ‘goplot’
ol A Mg gt upe} Zo] HAHn 7]3eHA o, F& ‘aes’ FAS AEaA AA T
R de/agr|e bs ¢ vk 2%l 2™ oA gz AR W
449 go]EH Aestheticst 18]~ Aol A ZEE 918 dHolEox: atE A&
ool A A" Tz dg ouE 2y k=g
(Perception) ©] tF(Wilkinson, 2012). =& A =& A Fol= V5EgA BYgS Y
zqo}b AL de] 1 of @A yebiar Q14 af A%
o

i olE: Fo 1¥v HAHGeometry)7t
Q2 = GoG Basicse] ulhA| =
shehd By Ade/agr)E vt

u7} 517] &L, *“%‘Olﬂr 4 7], A9 & e A4 7] (geom_point) ol A 24 1] 7]
7] Tl wekA aezrr ddehe JETF (geom_line), 3] ~E 1% (geom_histogram),
sl g2A A" = Slves "M S g 2E ¥A(geom_text) & ThFEHAl EAIgH
A4S Aestheticsehal FEI A2 o7t ct. EﬂolEi A2 gkel] Ak FEEHE g
ol md =AAo| webd a#zZ e me I 2= Prabhakran(2015)3 RStudio(2020)
ARl 7= gebd 4 gleE R Aesthetics & Fasty] mkebd, o7jdM= g ZE
e 92 44 dAel & ghe g3@olt. 2= AbElE 8 ggplotel A A A 7

manufacturer model displ vyear cyl trans drv cty hwy fl class

<chr> <chr> <dbl> <int> <int=> <chr> <chr> <int> <int> <chr> <chr>

audi a4 1.8 1999 4 auto(l5) f 18 29 p compact

audi ad 1.8 1999 4  manual(m5) f 21 29 p compact

audi a4 2.0 2008 4  manual(m6) f 20 31 p compact

audi a4 20 2008 4 auto(av) f 21 30 p compact

audi a4 28 1999 6 auto(l5) f 16 26 p compact

audi a4 28 1999 6 manual(m5) f 18 26 p compact

volkswagen passat 1.8 1999 4 auto(l5) f 18 29 p midsize

volkswagen passat 2.0 2008 4 auto(s6) f 19 28 p midsize

volkswagen passat 20 2008 4 manual(m&) f 21 29 p midsize

volkswagen passat 28 1999 6 auto(l5) f 16 26 p midsize

volkswagen passat 28 1999 6 manual(m5) f 18 26 p midsize

<& 8> mpg dataset(R)

37



sheA ok MeE/agy) AxE S (manufacturer)®] 3871 X @ (model)o] o3}
WS A R A A A ZA S (year), 7] F(displ), LEHEEZA
toly AlZtste B #AAE FetstA H (hwy), AHH 5 (cyl), Fs@2drv) 55
U W] ExE metatr] §g Aol it ZAbgE 2349 #HEA (o] 234702 FAHH
wolth. ol Wo A WMo fA mohs Az ot}
3 2HH E(geom_point)$F EEE JfEFE o HA w7 g 1E&EER Ayl A4y
2 3oshr] 9st W =3 (geom_density) & T, AxAdEd metx ofg A WaeEAE
STHORE oy AZtst AtEE Ay E et = 282 E a8 deolHE oy
<% 8> Rel & mpg ulolEe|th FHHO gloy, A% e /17

ol dolH= 157 AR AxRA wFostHE Y S xSl w 7] Hdisp), v

year
2008

2008
2004

® 2000
£ s e o
.- eo0oe o o
‘@ © 0 o0 @ @ & @ -
. e e o @ & @ =
we o P ® :f
° oe® © & ®:
T [ ] [
® @
& dub:
e @ @ &= @
o 200 & &
[ e e ) @0O® © O @
® [ X |
® &= o9 00
[ ]
b2
displ

<38 9> HiJI vs SHl (HEE, ABld Hf+g)

38



2tAstEl TeHE! 2" (Grammar of Graphics) J1EF GIOIE AlZtst
ol Avlthwy)= E7]stal A=A L (year)=
MO TR v Ho R ddde] A
T AaZlE FEYY #AE 29E W §8&
& agzrt xysel 48 He dojnz 7]
tekA moke A (geom_point) S Al € E| A
aPEE A ol v Te wWHS
2 498 4 o, 1 A% <ag o> |
oA Zeld 4 gl
>ggplot(mpg, aes(x=displ,y=hwy,col=year,size=cyl))+
geom_point() # <% 9>
<a"™ 9>E e gEes agAwt v -
o Mo AP 20089 AE AEAI} of <18 10> TEYAE Abl £2
Fe Moz FAE 19989 Az Akl
s Ankd oz duzl FEHAE 44 <19 10>& ad 0 yHe A5eR
selg 4 Ak wd Ady Fo wpyjge  AERT AfspAE =S TEE §4
Melsta Wiyl g/aAYSs Ane vy RS Awo® 7 el of AbdlE e
s Agol A&e AA At & Atk = 27 AA7E FAAEE Leehal sl
olA] ML BRZ moldt 4 9l Ay 00 v AS HATT ofd ol ® Vst B
2 AH Rt mpg dolE oA TEHA(f:A G AdE/aE7] A= ‘geom Al
o, rFE, 44%) mE dve 2xE 9 ‘stat_¥" WHOE TeAE FHLT F Sk
obst Al sthal 7pAEA. odw|e] By dlol§ Alztskel 7]stsha Bef Aeat g7
Rz xol vyl g Aurt 28 AEE ke WelRR vl 24=
= WEE)7t ZdFojoF ath yi= o 00 RE ‘geom ¥ ook SAAC 2HS
g DA ATow ANEDT =44 SEE Sstat_x’o] whE Ao o] Stk ‘stat_#
o xZ3) FEWA JLRS o Mz A Alde] ek Wi ol rstudio(2020)el 73 Al
4 W "l o= o e wWHom SHA AlA H o glermz FFasr] wpebd.
AgEy Fg Ades <a9 10>% 2ok AG7HA AR Atgeld FAH43 7)8)
st B AdE/aE7] BAelA e H
> ggplot(mpg, aes(x=hwy,col=drv)) + BoRE thadle] si4d AAse v
geom_density () #<19 10> T At "AS g 4 9k ol GoG
st geplote] gHoltt. o9l GoGst
<a" 10>eM duls 45<FE<HE & ggplot> LHZE aEF gvE HdIe
ol EE7F BEE olFi dee A & 2ol ofyel A4 WAl 2z Fe
A = STk o] JERIeRRE e = ve FJsA ez AAAd gae s
IodAnel @A, F7F 24 g A Al dlole & Alztst & 4 Slvk= Aol st
e de A =3 ASH Hows 28deEA dad



agsg 2 AT F Qo AR 5
g stehe 9% GAH AT f8a

GoGoll = GoG Basics 9ol = o}&Uhe 1
HEZE s A =AY, EolE 9
thergk Aol Ak olol gk AAE =9
+ Wickham(2017)& 3aLstr] wpeps, o} 7]
o]

o
o
L
)
(
2
kY
1o,

>ggplot(mpg, aes(x=displ,y=hwy,col=year,size=cyl))+
geom_point() + labs(x="87]%" y="“A1]" title="1) 7]
F/An] vja”)

5. 4=

AF7F A A2 T b dEE e
Alzkeolth, ol Aol A 1= Hlo]H ¢
on & gopstal dddste /b ZAA F
“oltt. GoGE HlolH AlA4stE 93 Ze
& adolnr AHAE HFEIHI Aot
ggplot2E RS 7|HEC. 2 GoGE Td3 97
A ARA ATEe B Fo 1d=E
a9 F Qe 7Ivhs Ale g

GoGE RY¥ o}yl Python, Julia, Stata
T vkt HFEH Aol FAHA 9
2 aYxE st FHoA 18 5 9l

oo 2Ey HEd R Qs GoGe M
EF59 ARt o] AFAREC] o] F o] s}
a1 ggatrlol= ofEgol ATk 7)ol A
= ol AL NAE I FHLAE FHe
2 43t g9 GoG Basicsthe /Md L
2 GoGE &fstal ol & ggplot2E 3 &
&

ofr
ol
rlr
S
—_ =
e
il
2L
>
oot
o
fetl
X 0
r_gh
o
i)
oo o
N
N
off

o
o
H

o

i

o2
MO
Qi
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A Study on the Analysis of Search Effectiveness for the Ground
and Marine Target by Airborne Detection System

0|221) - Al=0l12)

O

Moon Gul Lee - Dongin Shin

ABSTRACT

The Republic of Korea Air Force is conducting surveillance and engagements
operations to air-to-air, air-to-ground and air-to-surface targets using airborne system
in real-time. However, the rules and methodologies of each airborne detecting system
for the target search that must be performed before engagement are not established
well. In particular, the existing search problem research is mainly concerned with
searching for the drifting object in the sea and searching for submarines. Therefore, we
study on the searching method of the airborne detection system for the ground and
maritime target. Currently force's target detection method of the airborne system
mainly depends on their own search experiences. In this study, we propose and analyze
the search effect on the search pattern through the Agent Based Model simulation. By
proposed methodology, we hope that operators can plan well-effectively to the target

search and detect mission.

Key Words: Airborne detection system, Search, Agent based simulation, MOE
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An Analysis of Redstar Application Software
in North Korea Operating System

&) - AE42)
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Hyojin Ryu - Dongsu Kang

ABSTRACT

North Korea has pursued policies to reinforce science and technology. Specifically,
North Korea regards its software industry as a strategic industry. North Korea faces a
military confrontation with South Korea. Simultaneously, it is a market with great
potential for software industry. Therefore, Republic of Korea not only makes a effort to
respond to North Korea's cyber threats, but also continues to discuss civilian-level
information technology cooperation. In this regard, it is necessary and crucial to obtain
the information on software technology and cyber-security system. In addition, it is
needed to analyze the level of information technology service in North Korea. This
study provides context to the information related to North Korea's software such as
detailed functions and security system through analysis of the Redstar, an operating
system developed by North Korea. As a result, we will be able to figure out the
current state of North Korea’s software technology and utilize it as basic data for

research on Redstar.

Key Words: Redstar, North Korea, IT, software, operating system, security
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A Study on Automated Method of Determination of Fire Rate and
Accuracy of Red-team Artillery in Constructive War-game Model
for Training

ZEHA), 2542

Taesung Kim, Hoseok Moon

ABSTRACT

We propose two methods to automate the artillery of red-team in C-model. First, we
propose a method to set a firepower plan that must be prepared in advance when
shooting artillery, that is, a plan to calculate the firepower plan automation. Second, we
propose a method to adjust the level of artillery CGF(computer generated force) of
red-team according to the level of the training unit.

The proposed automatic firepower plan in this study allows fire power operators to
automatically decide on an efficient and effective fire plan to achieve the desired
effect. In addition, the method proposed by adjusting the accuracy of artillery shooting
at the level of artillery CGF of red-team can be used for the determination of
ammunition requirements to estimate how much ammunition will be spent in wartime.

The automation methods proposed in this study are methods that can be
implemented by continuously accumulating war-game training result data and learning

the accumulated data with Al which is an important field for defense Al utilization.

Keywords: Automatic Method, Computer Generated Force, Constructive War-game
Model, Defense Al
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The U.S.-China Computing Technology Competition
and Its Impact on North Korea

=IESS)

Dongsu Kang

ABSTRACT

In a situation where the technical conflict between the US and China is deepening,

the Republic of Korea needs to accurately recognize and judge the situation to establish

a correct direction of policy for North Korea. The technology conflict between the U.S.

and China is diversifying from trade sanctions such as the Haweii which began in

2018, to sanctions against companies related to super computer technology in 2021. In

addition, the United States is wary of China's advancement of artificial intelligence

technology as a national security threat. In this study, we analyze North Korea from

the perspective of computing, the foundation technology of the Fourth Industrial

Revolution, and provide it as a reference for our policy toward North Korea.

Key Words: computing, technology competition, China, US, ICT, security,
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The Secretary of Defense (as the National
Defense Stockpile Manager), in consultation
with the heads of appropriate agencies,
shall submit a report identifying risks in
the supply chain for critical minerals and
identified
including rare earth elements, and policy

other strategic ~ materials,

recommendations to address these risks.
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= Advanced Micro-Fabrication Equipment
Inc. (AMEC)
(BH=A| o|M7tE ZHd])

= | uokung Technology Com. (LKCO)
(%] 78k Mu|A/HolEf X 2l)

= Xiaomi Corporation (Z}X &)

= Beijing Zhongguancun Development

01.14. Investment Center

(2021) = GOWIN Semiconductor Corp

= Grand China Air Co. Ltd. (GCAC)

= Global Tone Communication Technology
Co. Ltd. (GTCOM)

= China National Aviation Holding Co. Ltd.
(CNAH)

= Commercial Aircraft Corporation of China,
Ltd. (COMAC)




Hu S8t 01X

rr

3

0o

0-5 8378 Jl= &

o AR AT TRE 2
EST A ol deds §
ARE A%} FFT A,
Z2aglel gels) v=e] 27} <
Ao wely] WEos Mwsa

¢

1..

2%«] A AFEH Sunway= 2016139 wH
old gAadE <9 4>3 o] AXls
A AANAM 158 AA AR, A=

5 ol Wel 4912 AXE 3

fz rlo nd

fud
=
=
Q)

=

3500 CERTIFICATE
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Sunway TaihuLight, a NRCPC System at the
National Supercomputing Center in Wuxi, BinHu, China

is ranked
lo. 1
- No.

among the World's TOPS0D Su pmamp uters

with 93 PFlop/s Linpack Perfor
n the TOP500 List published at ISC High Perf furman( June 20, 2016
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Foundation (9,860 ) 361M St
Dep. of Energy’s $125 million ~
=7
Office of Science (1,48591¢ ) oM F
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National Institutes of $50 milion B
Health
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