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Cyber Threat Analysis for Voice Recognition—-based Commercial
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ABSTRACT

ASR(Automatic Speech Recognition) technology is greatly attracting attentions in the era of
the 4th industrial revolution and will be widely adopted in various fields of defense and military
area. Meanwhile, concerns about cyber threats on voice recognition-based (or speech
recognition-based) commercial services without ASV(Automatic Speaker Verification) are also
increasing. According to existing studies on security of ASR techniques, researches on devising
and advancing ASR techniques are being actively conducted, but researches on attack models
and scenarios against voice recognition services are not being conducted in a variety and depth.
In this study, we propose a formal attack model with three steps against a common voice
recognition-based commercial service, conduct experiments to show that the proposed attack
model implemented by using a synthetic voice tool (Prosody) can partially control commercial
services (or systems) auch as Al speaker, air purifier and a silent vacuum cleaner connected to
the Al speaker, and a commercial vehicle. We also discuss possible cyber threats based on the
experimental results. Consequently, we inform the seriousness of such cyber threats on
ASR-based commerical services when they do not have appropriate security countermeasures
such as ASV.

Key Words: Automatic Speech Recognition, Automatic Speaker Verification, Speech Synthesis, A
I Speaker, Cyber Threat Analysis
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